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3 synchronous copies in Azure Storage
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Azure Globa

Database

Service archi

» DB Cluster is d
Azure Service

ecture

ecomposed into
Fabric applications

= All applications and all DB tenants
are individually deployable

» Databases are
by Azure Servi

“services” managed
ce Fabric

Azure Infrastructure Services
Azure Service Fabric
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connection E%e”%
routing =

Resource
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Drawbridge: A container technology
to achieve isolation, security and density in the cloud

Modified Windows Kernel to run in user mode, aka Library OS or LibOS

Designed for running on Windows and leverages Pico-process feature

Pico-process is a NT process with empty address space

NT process Picoprocess

picoprocess

isolated
address space

. 400+ ' in32 call
— NTcaIIs!v

win32k

« All1200+ system calls blocked from user-mode
(NTOS and win32k)

 Enforced by 35-line change to
KiSystemServiceHandler

 No perf impact to other processes —leverages
“slow path” used by UMS

45 new system calls added to process
(Drawbridge system calls)

 Even hard-coded traps can't break out



LIbOS: A user mode runtime library
exposing semantics of Windows kernel

NT UM

Network

Stack
Object Process Threads Memory

Manager Manager Manager

7e Wait

DRTL
PEB/TEB Simple Heap

ABI Handler

Sync Objects Memory Manager




SQL Platform Abstraction Layer (SQLPAL): Windows and Linux

Windows Non-Windows

DBMS

Ring 3 .
Lib-OS SQLPAL Ring 3 B SQLPAL

- Host Extension(HE) Host Extension(HE)
ing
Windows Kernel Ring O Linux Kernel

DBMS

* Windows Host Extension has a driver for creating the Pico process and a monitor
process (user mode) that implements non-perf related ABls. ABI calls are handled by
the driver and are either handled directly (Like File 10) or are marshalled to the monitor
process for handling (like File Open)

On Linux everything is in user mode. Main difference is Ring 0 to 3 transition point.
And hence no isolation



SQL PAL and SOSv2 Architecture

SQL Server

Hosted Windows APlIs

NT User Mode

SOS Direct APlIs

Storage Network Resource Process Object Security Config

Manager Manager Manager Manager Manager Manager | Manager

SOSV2 (Memory, Scheduling, Synchronization) PAlE_X?eent;liJc?,? =
Host Extension and Integration o Eﬁg gger

© 2016 Microsoft Corporation. All rights reserved.
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H}iZIK ( Community Edition )

Devwlopment 62

EFIARNMYSQLEFigfl TR (1
#NphpMyAdmin, MySQL
workbench, navicat &

Tools  Scripting

© serverstatus
@ Clent Comnections

HFRANK-US
HySQL

3306

5.6.12-enterprise-commercial-advanced

HySQL Enterprise Server - Advanced Edition (Commercis!)
Vrin64 (c86_64)

Available Server Features

Pesformance Schema:

cached Piugn
Semisyns Replcaton Flugn:

Server Directories
G:\Program Files\MySQL\MYSQL Server 5.6\
C:\Programbata\MySQL\MYSQL Server 5.6\data\
150,00 GB of 326.00 GB available
C:\Program Files\MySQLMYSQL Server 5.6\kib\phugin\
C:\Windows \SERVIC~2\NETWOR~1\AppData \Local\Temp
On \MFRARK-US.err

this server is not a slave in a replication setup

Authentication

private_key.pem

Running 25%

21 80 KB/s 76 6%
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http://www.windowsazure.cn/documentation/articles/mysql-database-data-replication
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MyApp1
(AppliationTypel]

Stateful SvcC
(ServiceType2)

Stateful SvcB
(ServiceTypeZ]

Partition 1 ( Partition 2
-hl Replica 1
Replica 2 '. Replica 2

Replica 3 Feplica 3

I{I-F'.E plica 1 -

StatelessSvecs
(ServiceTypes)

StatelessSvcy
(ServiceTyped]

Stat eful SwcX
(ServiceTyped)

S —

(Partition1 |

: +{ Instance 1

¥ Instance 2
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Naming Service &IFIGEISE “IP + Port AREZsCfH”

Service Fabric Cluster

1) My address is “http://10.0.0.1:

Node 1 fabric;/App1/Service1

Service :80

Node 2

3) connect to http://10.0.0.] pif Naming Service

P EEE— —»O Service :80

mycluster.eastus.cloudapp.azure.com:80

User
Azure load
balancer

Node 3

fabric,/App2/Service?

Service :80
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5-node cluster with 10 partitions 5 10-node cluster with 10 partitions
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HTTPS

Service Proxy

Actor Proxy
O Actor Reminder

Activity Stateful Service

Activity Stateless
Gateway

Reliable queue  RunAsync

WebAPI m O

controller

Gateway - Internal

r

AMS Coordinator AMS Stateful

Marlin Stateful Marlin ' Activity Stateful Actor Service
Stateful Service Actor Service

Actor Service Coordinator
Stateful Service

‘ Activity
R Reliable Dictionary ACt""tV Activity Reliable Dictionary
Marlin EEE U T |
u 1 1
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Activity Step Stateless Service
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@ FRiE—oid A, BPZIARIE Azure RS : https://www.azure.cn/pricing/Irmb-trial-full/

@ Azure $%™17 : https://market.azure.cn/
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Thank you!



